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CRYPTO TOPIC OVERVIEW

Long-term & post- Hybridization with QKD Privacy-enhancing

guantum security - Key management systems technologies

« Post-quantum cryptography incl. * Development of PQ-QKD hybrid « Primitives (e.g., zZkSNARKS)
NIST competitions protocols « Anonymous authentication

* Forward & post-compromise * Secure architectures « Privacy-friendly use of biometrics
security

» Application cases
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Federated processing on

sensitive data

» Secure Multi-Party Computation
» End-to-end verifiability for
auctions and data markets




Project SLOTMACHINE Py | | Pr—
A Marketplace for more cost-efficient

flight prioritization
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http://slotmachine.frequentis.com/

THE POWER OF COLLABORATION

* In case of ATFM regulation, UDPP <« Non-linear cost functions for each flight

allows each AU to reduce costof . |f delay targets are missed, the costs
delayS within own fllghts for the de|ay increase
« Further optimisation is possible with disproportionately
Increased flexibility across AUSs.
cost planned departure
. : —_—/—/
Theoretical deparjt\earher :
Optimum :
(Ma i —
Room for improvement :
/ : >
UDPP <«—1stdelay target—> time
<—2"ddelay target—>
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SLOTMACHINE RESULTS

* A new privacy-preserving collaboration
platform for ATFM

- Data are encrypted at end-user e e
1 - articipants’
« Data collected from different users are o Perficpant
H ontroller : : ems
collected at the platform | T

.. . _ . Encrypted Optimal : . .
 Oblivious computation on joint data set is | inputs y | N
performed and only result revealed g 2 Heuristic Optimizer | |
. e .y . g EGB.E (Genetic Algorithm) > > > > >
* ldeally verifiability is added N Blockehai
Solutions ¢ (J)Iteration TE‘;TE?J:S

Benefit: Solves

110011

privacy vs. utility | R@g e N \\
trade-off

: wIIl:l;lalilhlrI‘I“ILI‘IHI

Challenge- n% c% nﬁa sid, [ x [ x[x [x [x [x GGG

. st (x[x[x[x T T T T TT]

11/03/2025 Computa'uon Speed MPC Node | | MPC Node | | MPC Node s, XL L L L L L L IxIx



COLLABORATION ON ENCRYPTED DATA:
A GENERAL PATTERN

For more agility new solutions for

computing on encrypted data have %0 9 Privacy Compliant Cloud Insurance
emerged (encrypted data processing)

New technologies:
%
&
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*  Fully homomorphic encryption
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«  Multiparty computation (MPC)
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Applications P

- Secure auctions

*  Privacy preserving data mining @
« Collaborative machine learning
) loT Pattern Use Case
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SICHERE AUKTIONSPLATTFORM FUR 14.0 T o

« Decentralized system for contracting and outsourcing of manufacturing capacities => Decentralized
« Development of a (Cloud-)based secure auction platform for industry 4.0 => Secure by Design
« Critical business data is protected but still assured authentic => E2E Verifiability

| — e Lrree I FlexProd - Plattform m
Auftragsiibersicht - TN S
F I_ E X P R O D o T ) oA - Stiickzahl
_ Internet )

| \ Produktions-linie A / ‘\ Produktions-linie B
1] I
MatchMaking .. MatchMaking ..
\ (0=
AUSTRIAN INSTITUTE 4

Parameter

Sichere und

Sichere und

OF TECHNOLOGY vertrauliche vertrauliche I‘?
N E I Auktionen Auktionen o= .J
.g ol &) ER
SERVICES
F F G @ Client User Client User <=
! Interface Interface
FM"«I’WWI’!I - T -
= Bundesministeriem J z U —
Ehmaschute, Uaeslt, I
Energle, Momibtat, JOHANNES KEPLER %
e ticon mid Techakoghs UNIVERSITAT LINZ - ] ® ’
- — : : 9
—

s https://www.catch.direct/ D| RECT



https://www.catch.direct/

CHALLENGES AHEAD

Il 4.8
) |

Collaboration in Data Spaces: How
can (decentralized) cryptography help
to increase collaboration?

! How are the geopolitical changes § M

affecting your view on IT: How save
IS your data in hyperscaler
Infrastructures?

3
Digital Sovereignty more important
than ever: Local Infrastructure vs.
Cryptography?
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